1/22 



10 



^L 

RECORDING 
DEVICE 



100 



STORAGE 
DEVICE 



200 



300 



^ 

REPRODUCING 
DEVICE 



2/22 



FIG.2 



O 
O 



\ 



\ 



CO 




c:3 



lO 



o 



I — or: 

Z LU 
LU Q 

I— o 



\ 



T 



LUQ_ 
I > 



CO 

I — 



\ 



o 



3/22 



FIG.3 



O 
O 
CO 



\ 



C!3 



O 
Q- 



lO 

o 

CO 



i 



DO 

-< 
I— 



o 



1— Ql 
Z UJ 
LU 

o 


CO 

\ 


ENT 
PTOR 


z: o 

O LU 


< — 


CONl 
DECR\ 



CO 

o 

CO 



o 

CO 



\ 



o 
en 



o 
o 




FIG.4 



4/22 



O 
CM 



O 
O 



\ 



on 
o 
I — 

GO 



o 



en 
o 



CO 



/ 



CM 
O 
CM 



V 



o 
o 

CO 

o' 
o 



^ or 

O LU 



o 

CM 



lO 

o 

CM 



CO 

o 

CM 



eg 



Ql. lu 
cn — 



o 

CM 



\ 



cz> 



o 



FIG.5 



5/22 



o 



O CM 
CO r- 



\ 



COO 



CM ^ 



Q_ — 



CM 
CM 



CM 

N 



^51 = 



CO 



o 

CM 



\ 



5 



o 
Q. 



I 



(0 

Q. 



6/22 



FIG.6 



LU 

CO 

LU 

O 



CO 

o 

CO 



N 



S CM 
CO CO 
CO 



2^ 

CO 



CM 
CM 

CO 



85=: 

LU or : 

coo 



CO 
CM 
CO 



>- : 
Qd : 



CO 



e3 



CO 

iff 



I CD 



CO 
CO 






LU 1 — 
1 




<CZ 








U-l — 












ail — 




UJ=D 




oo 



FIG.7 



7/22 




8/22 

FIG.8 

o 

^. ^ ^ « ^ 




FIG.10 



10/22 




11/22 




FIG.12 



12/22 




13/22 



FIG.13 




FIG.14 



14/22 




15/22 



FIG.15 



REOORDING DEVICE 
CONTROLLER 



START 



S600 



ISSUE SEQUENCE FREEING COMMAND (ID = X) 



RECEIVE MESSAGE 



S608 
< 



END 



STORAGE DEVICE 
CRYPTOGRAPHIC ENGINE 



-S602 



► RECEIVE SEQUENCE FREEING COMMAND (ID = X) 



S604 



FREE PROCESS SYSTEM FOR ID = X 



• S606 



SEND MESSAGE OF FREEING 



16/22 




17/22 




FIG.18 



18/22 



^ 

RECORDING 
DEVICE 



100 



^ 

STORAGE 
DEVICE 



200 



^L 

REPRODUCING 
DEVICE 



300 



RECORDING/REPRODUCING DEVICE 



400 



FIG.19 



19/22 



O 



S£ to 

LU CO 



o 



1 — ck: 

LU Q 




ENT 
'PTOR 


^8 
8S 




. CONT 
DECR^ 



8 



CO 

8m 



CD 



CD 



o 



\ 



CD 



Z LU 
LU g 

8m 




\ 



PENT 
/PTOR 


1 


CONl 
ENCR' 





o 



o 
o 
csj 



CM 

o 



\ 



LUro 
Olu 



£i 

LU 

i 

CO 



CONTENT 



20/22 




22/22 



FIG.22 



Host ATA-IF 



Storage ATA-IF 



Initialization 
STEP 



1. IDENTIFY DEVICE(R) 



2. GET SECURITY FEATURE (R) 



Start 
STEP 



3. START SEQUENCE (S) 



Authentication 
STEP 



n 



4. GET CERTIFICATE (R) 



1 Certificate Receive 

2. Certificate Verification 

3. Chal!enge-Key Creation: Ksl 

4. Encryption by Public Key: 

Ks1 -» E(KPc, Ksl) 



5. PUT CHALLENGE KEY (W) 



1. E(KPc, Ks1) Receive 

2. Decryption by Private-Key: 
E(KPc. Ksl) Ks1 Obtain 



21 



Transmission 
STEP 



6. CREATE SESSION KEY (W) 



12 



7, GET SESSION KEY (R) 



1. Session-Key Creation: Ks2 
1. Encryption by challenge-Key 
Ks2 — E(Ks1.Ks2) 



1. E(Ks1,Ks2) Receive 

2. Decryption by Challenge Key: 
E(Ks1.Ks2)-^ Ks2 Obtain 

3. Encryption by Session- Key: 
License — » E(Ks2,License] 



8. PUT LICENSE (W) 



9. WRITE LICENSE (S) 



22 



1 . Rece ive E(Ks2. License) 

2, Decryption by Session-Key 
E(K52. License) License Obtain 



23 



|1 .License writing 



: 24 



End 
STEP 



10. END SEQUENCE (S) 



